





personal data to a third country which does not
enenre an adeanate level of nrofection must be

. . . Treaty was reached on 20 December 1994;
(60) Whereas, in any event, transfers to third countries

may be effected only in full compliance with the
nrovisions adonted bv the Member States pursuant
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expiring 12 years after the date on which this
Directive is adopted will be allowed to Member
States to ensure the conformity of existing manual
filing systems with certain of the Directive’s
provisions; whereas, where data contained in such
filing systems are manually processed during this
extended transition period, those systems must be
brought into conformity with these provisions at
the time of such processing;

(70) Whereas it is not necessary for the data subject to
give his consent again so as to allow the controller
to continue to process, after the national
provisions taken pursuant to this Directive enter
into force, any sensitive data necessary for the

CHAPTER 1

performance of a contract concluded on the basis
of free and informed consent before the entry into
force of these provisions;

(71)  Whereas this Directive does not stand in the way

of a Member State’s regulating marketing activities
aimed at consumers residing in territory in so far
as such regulation does not concern the protection
of individuals with regard to the processing of
personal data;

) Whereas this Directive allows the principle of

public access to official documents to be taken into
account when implementing the principles set out
in this Directive,

HAVE ADOPTED THIS DIRECTIVE:

GENERAL PROVISIONS

Article 1

Object of the Directive

1. In accordance with this Directive, Member States
shall protect the fundamental rights and freedoms of
natural persons, and in particular their right to privacy
with respect to the processing of personal data.

2. Member States shall neither restrict nor prohibit the
free flow of personal data between Member States for
reasons connected with the protection afforded under
paragraph 1.

Article 2

Definitions

For the purposes of this Directive:

(a) ‘personal data’ shall mean any information relaring to
an identified or identifiable natural person (‘data
subject’); an identifiable person is one who can be
identified, directly or indirectly, in particular by
reference to an identification number or to one or
more factors specific to his physical, physiological,
mental, economic, cultural or social identity;

=z

‘processing of personal data’ (‘processing’) shall mean
any operation or set of operations which is performed
upon personal data, whether or not by automatic

=

[o%

(e)

means, such as collection, recording, organization,
storage, adaptation  or  alteration, retrieval,
consultation, use, disclosure by transmission,
dissemination or otherwise making available,
alignment or combination, blocking, erasure or
destruction;

‘personal data filing system’ (‘filing system’) shall
mean any structured set of personal data which are
accessible according to specific criteria, whether
centralized, decentralized or dispersed on a functional
or geographical basis;

‘controller’ shall mean the natural or legal person,
public authority, agency or any other body which
alone or jointly with others determines the purposes
and means of the processing of personal data; where
the purposes and means of processing are determined
by national or Community laws or regulations, the
controller or the specific criteria for his nomination
may be designated by national or Community law;

‘processor’ shall mean a natural or legal person,
public authority, agency or any other body which
processes personal data on behalf of the controller;
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(f) ‘third party’ shall mean any natural or legal person,
public authority, agency or any other body other than
the data subject, the controller, the processor and the
persons who, under the direct authority of the
controller or the processor, are authorized to process
the data;

‘recipient’ shall mean a natural or legal person, public
authority, agency or any other body to whom data
are disclosed, whether a third party or not; however,
authorities which may receive data in the framework
of a particular inquiry shall not be regarded as
recipients;

<

(h) ‘the data subject’s consent’ shall mean any freely
given specific and informed indication of his wishes
by which the data subject signifies his agreement to
personal data relating to him being processed.
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Article 3
Scope

1. This Directive shall apply to the processing of
personal data wholly or partly by automatic means, and
to the processing otherwise than by automatic means of
personal data which form part of a filing system or are
intended to form part of a filing system.

2. This Directive shall not apply to the processing of
personal data:

— in the course of an activity which falls outside the
scope of Community law, such as those provided for
by Titles V and VI of the Treaty on European Union
and in any case to processing operations concerning
public security, defence, State security (including the

economic well-being of the State when the processing
operation relates to State security matters) and the
activities of the State in areas of criminal law,

— by a natural person in the course of a purely personal
or household activity.

Article 4

National law applicable

1. Each Member State shall apply the national
provisions it adopts pursuant to this Directive to the
processing of personal data where:

(a) the processing is carried out in the context of the
activities of an establishment of the controller on the
territory of the Member State; when the same
controller is established on the territory of several
Member States, he must take the necessary measures
to ensure that each of these establishments complies
with the obligations laid down by the national law
applicable;

Ca

the controller is not established on the Member
State’s territory, but in a place where its national law
applies by virtue of international public law;

the controller is not established on Community
territory and, for purposes of processing personal
data  makes use of equipment, automated or
otherwise, situated on the territory of the said
Member State, unless such equipment is used only for
purposes of transit through the territory of the
Community.

D

2. In the circumstances referred to in paragraph 1 (¢),
the controller must designate a representative established
in the territory of that Member State, without prejudice
to legal actions which could be initated against the
controller himself.

CHAPTER 11

GENERAL RULES ON THE LAWFULNESS OF THE PROCESSING OF PERSONAL
DATA

Article §

Member States shall, within the limits of the provisions of this Chapter, determine more
precisely the conditions under which the processing of personal data is lawful.



Appendix E: Options for Cross Border
Data Transfers

Option 1: Consent

A data transfer can be made on the condition that the data subject, or the person to whom the data pertains,
has given unambiguous consent to the transfer. This is an attractive option if the data solely pertains to a few
people, such as e-mail communications between select board members. In order for the consent to be
considered valid, it must be: (1) given before the transfer; (2) unambiguous; (3) specific to the transfer or
category of transfers; (4) freely given; and (5) informed.!

For extremely limited data, this can be a relatively simple and inexpensive process. If that limited data is
commingled with other data, however, this option may not be feasible. For example, if e-mails among a few
board members can only be found on backup tapes that also contain detailed customer information, consent
is ineffective, as shipping a backup tape or any single piece of media, is an “all or nothing” proposition. If
required, the data controller must be able to prove to the relevant E.U. Member State’s Data Protection
Authority (“DPA”) that the valid consent of each data subject was obtained. It must be noted that in certain
countries, a Consent given by an employee to an employer is considered per se involuntary.? In addition, it
must also be shown that the consent was given on the basis of precise information, such as an explanation of
the risks associated with sending data to a third country lacking adequate data privacy protection and the
purpose of the transfer.

Option 2: Safe Harbor.

The U.S. Department of Commerce, in consultation with the European Commission, has developed a “Safe
Harbor” framework that provides predictability and continuity for those organizations that consistently send
personal information to the United States. This approach allows personal data to flow between the E.U. and
U.S. without the need for consent or another acceptable arrangement. Should an organization decide to
operate under this framework, it must either join a self-regulatory privacy program or develop its own self-
regulatory privacy policy that conforms to the requirements of Safe Harbor.

It is important to mention that an organization is required to annually self-certify to the Department of
Commerce in writing that it is following the requirements of Safe Harbor. Self-certifying organizations must
provide a contact person or persons to handle questions, complaints, and access requests; establish an
independent recourse mechanism to investigate unresolved complaints, and have procedures in place for
verifying compliance. These requirements assure E.U. privacy organizations that the organization provides
“adequate” privacy protection.*

The advantage of this approach is that organizations which participate in Safe
Harbor will be deemed to provide adequate data privacy protection by all countries in the E.U. and data flows
to those organizations will continue unabated. Prior approval from each DPA for data transfers will either be

! The EU Privacy Directive, Articles 2(h) and 26(a).

2 European Commission Article 29 Working Party. Opinion 8/2001 on the Processing of Personal Data in the Employment
Context. (5062/01/EN/Final) (2001). http://europa.eu.int.

3 Article 29 Data Protection Working Party, Working Paper: Working document on a common interpretation of Article 26(1) of
Directive 95/46/EC, WP114 (Nov. 25, 2005) (citing WP 48) and Working Party Opinion on Protection of Individuals with
Regard to the Processing of Data, DG XV D/5025/98, WP12 (July 24, 1998).

* U.S. Department of Commerce, “Safe Harbor,” available at http://www.export.gov/safeharbor/index.html.
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waived or automatically granted. Subject to limited exceptions, claims brought by European citizens against
U.S. organizations will be heard in the United States.

The risk in this approach is that only organizations that fall under the jurisdiction of the U.S. Federal Trade
Commission or Department of Transportation can participate in Safe Harbor. Telecommunications and
financial services companies are not eligible. This means there is a threat of U.S. government enforcement
action should the organization fail to abide by its commitment to implement the Safe Harbor principles. If a
need for an onward transfer (disclosure to a third party)s arises (such as in litigation, or in the case of a
transfer that is not covered by the Safe Harbor agreement), organizations must notify the data subjects as to
the purposes of the transfer and give them the opportunity to opt-out.S If this is not possible, the
organization has the option of entering into a written agreement with the third party to provide the same level
of privacy. This can be done with a contract incorporating Model Contractual Clauses.

Option 3: Model Contractual Clanses.

It took years of negotiations with regulatory agencies, international organizations, and trade associations for
the European Commission to adopt a set of standard contractual clauses that will ensure adequate safeguards
for international transfers of personal data. This scheme allows the transfer of data outside the E.U. where
both parties agree to be bound by a set of clauses that comply with provisions equivalent to the main aspects
of the Directive.” There are two types of clauses available.?

1. Controller to Controller (two versions) — transfer of data between entities where each is able to control and
decide the manner in which data is processed. The first version created joint and several liability for the data
exporter, which has now been removed ? and the second, more business friendly, version bases liability on
fault.10

2. Controller to Processor — transfer of data between an exporting entity which is outsourcing the process to
a data processor while still maintaining control over the data and the manner in which it is to be processed.

Model Contractual Clauses are a good option for organizations not eligible or not certified under Safe
Harbor. Unlike Safe Harbor, the clauses allow for the transfer of personal data to any country in the world,
not just the United States. Distinct from Binding Corporate Rules, as discussed below, under Safe Harbor
the details of the company’s privacy policies need not be published. Additionally, this is a good option for
organizations that do not need day-to-day transfer of personal data from the E.U. but are occasionally
required to do so for litigation.

The difficulty with this approach is that contracts incorporating Model Contractual Clauses must follow the
provisions of Commission 2002/16/EC scrupulously, and be catefully structured and drafted in a manner
that will anticipate every possible data transfer and use or they will be outdated and the organization will be
subject to enforcement actions by the relevant DPA or a data subject.!! The Controller to Controller Clauses

°Id.
5 Commission Decision 2000/520/EC (OJ L215, 25.8.2000).
7 The Directive, Article 26(2).
Z Commission Decision 2001/497/EC (OJ L181, 4.7.2001).

Id.
' Commission Decision 2004/915/EC (OJ L385, 29.12.2004).
" Commission Decision 2002/16/EC (OJ L6, 10.1.2002). Since December 27, 2004, the European Commission has recognized a
set of standard contractual clauses proposed by seven international business organizations to be an adequate alternative to the
Model Contractual Clauses. This alternative set imposes due diligence requirements on the importer and exporter of the data and
exposes parties to liability for only those damages that the party has caused. Commission Decision 2004/915/EC (O.J. L385/74,
29.12.2004).
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require jurisdiction to be accepted in the data exporter’s country of establishment should a data subject, as a
third-party beneficiary, seek recourse against any party.!2 Most importantly, thorough research must be done
to determine if prior approval is required by the relevant DPA before data is transferred.

Option 4: Binding Corporate Rules (BCRs).

For many businesses with limited global data transfers it may be sufficient to utilize either Safe Harbor or the
E.U. Model Contractual Clauses, but for others with complex corporate structures and a web of cross-border
data transfers, another option may be considered as a long-term solution. Personal data can be transferred
outside of the E.U. but within a group of companies in a manner that ensures adequacy by the adoption of
binding codes of corporate conduct by the organization or binding corporate rules (“BCRs”).13 To date, the
only corporations who have had their BCRs approved by a DPA are General Electric (UK), Philips
(Denmark) and Daimler-Chrysler (Germany).!* However, no company has yet achieved full approval by all
relevant DPAs.

BCRs detail what information is collected, how it is processed, used and stored, and who may access this data.
They are binding on all E.U. affiliates and must give employees the right to enforce the code of conduct
directly against the organization. The rules provide for the creation of independent ombudsman teams whose
job it is to address data privacy concerns. Once approved by the relevant E.U. regulators, this proactive
scheme allows for seamless transfer of data between the offices of multi-national organizations.

Similar to the U.S. Safe Harbor program, BCRs can offer a safety zone within an organization between
corporate groups. Once put in place, they offer the most comprehensive compliance framework for
multinational organizations. Additionally, BCRs can dispose of the need for recurring research on privacy
laws in each E.U. country, and save resources needed for drafting Model Contractual Clauses or obtaining
consent from every data subject.

BCRs, however, create a safety zone for transfers between corporate groups, they do not create the same for
transfers outside the corporate group. This means information subject to “onward transfer” for litigation will
not be protected without additional safeguards. Implementing BCRs will necessitate a lot of upfront time and
expense. Each organization that transfers data must provide for a detailed and uniform compliance system
backed up by an audit. Then it must nominate a lead regulator from within the European Union whose role
it is to broker its BCRs to its counterparts across the EU. Undoubtedly, many revisions to the BCRs will be
required in order to comply with the laws of each country’s DPA.15

1.

'3 Article 29 Data Protection Working Party, Working Paper: Transfers of personal data to third countries: Applying Article
26(2) of the EU Data Protection Directive to Binding Corporate Rules for International Data Transfers, MARKT/11639/02/EN,
WP74 (June 3, 2003).

' General Electric Website: http://www.ge.com/en/citizenship/govcomp/dataprivacy.htm and The Official Guernsey Government
Website: http://www.gov.gg/ .

'3 The process may have recently become easier. Previously, organizations had to submit different application forms to each E.U.
member state when asking data protection authorities to approve their BCRs. However, on January 10, 2007, the E.U. Data
Protection Working Party took a step towards simplifying this complex process by adopting a new Model Application for the
submission of an organization’s BCRs to any DPA. Article 29 Data Protection Working Party, Working Paper: Co-Operation
Procedure for Issuing Common Opinions as Adequate Safeguards Resulting From “Binding Corporate Rules” 05/EN, WP107
(April 14, 2005) and Working Paper: Establishing a Model Checklist Application for Approval of Binding Corporate Rules,
05/EN, WP108 (April 14, 2005).
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Appendix G: The Sedona Conference® Working Group Series

SM

& WGs™ Membership Program

“DIALOGUE
DESIGNED
TO MOVE
THE LAW
FORWARD
IN A
REASONED
AND JUST
WAY”

The Sedona Conference® Working Group SeriesSM (“WGSSM”) represents the evolution
of The Sedona Conference® from a forum for advanced dialogue to an open think-tank
confronting some of the most challenging issues faced by our legal system today.

The WGSSM begins with the same high caliber of participants as our regular season
conferences. The total, active group, however, is limited to 30-35 instead of 60. Further,
in lieu of finished papers being posted on the website in advance of the Conference,
thought pieces and other ideas are exchanged ahead of time, and the Working Group
meeting becomes the opportunity to create a set of recommendations, guidelines or
other position piece designed to be of immediate benefit to the bench and bar, and to
move the law forward in a reasoned and just way. Working Group output, when
complete, is then put through a peer review process, including where possible critique at
one of our regular season conferences, hopefully resulting in authoritative, meaningful
and balanced final papers for publication and distribution.

The first Working Group was convened in October 2002, and was dedicated to the
development of guidelines for electronic document retention and production. The
impact of its first (draft) publication—The Sedona Principles; Best Practices
Recommendations and Principles Addressing Electronic Document Production (March
2003 version)—was immediate and substantial. The Principles was cited in the Judicial
Conference of the United State Advisory Committee on Civil Rules Discovery
Subcommittee Report on Electronic Discovery less than a month after the publication
of the “public comment” draft, and was cited in a seminal e-discovery decision of the
Federal District Court in New York less than a month after that. As noted in the June
2003 issue of Pike & Fischer’s Digital Discovery and E-Evidence, “The
Principles...influence is already becoming evident.”

The WGSSM Membership Program was established to provide a vehicle to allow any
interested jurist, attorney, academic or consultant to participate in Working Group
activities. Membership provides access to advance drafts of Working Group output with
the opportunity for early input, and to a Bulletin Board where reference materials are
posted and current news and other matters of interest can be discussed. Members may
also indicate their willingness to volunteer for special Project Team assignment, and a
Member’s Roster is included in Working Group publications.

We currently have active Working Groups in the areas of 1) electronic document
retention and production; 2) protective orders, confidentiality, and public access; 3) the
role of economics in antitrust; 4) the intersection of the patent and antitrust laws; (5)
Markman hearings and claim construction; (6) international e-information disclosure and
management issues; and (7) e-discovery in Canadian civil litigation. See the “Working
Group Series” area of our website www.thesedonaconference.org for further details on
our Working Group Series and the Membership Program.
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